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Section SF 1449 - CONTINUATION SHEET 

 

 

 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 

0001  1 Each   
 LSC-ERPMN41 Base - Core ERPM Engine 

FFP 

FOB: Destination 

MILSTRIP: N0016115RC16843 

MFR PART NR: LSC-ERPMN41 

PURCHASE REQUEST NUMBER: N0016115RC16843 

  

 

   

  

 

 NET AMT  

 

    

               

 

 

 
ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 

0002  1 Each   
 LSC-ERPMN41-DR - ERPM Engine HA/DR 

FFP 

Unlimited Users 

FOB: Destination 

MILSTRIP: N0016115RC16843 

MFR PART NR: LSC-ERPMN41-DR 

PURCHASE REQUEST NUMBER: N0016115RC16843 

  

 

   

  

 

 NET AMT  
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ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 

0003  430 Each   
 LSC-ERPMN41 WKSLIC - Workstation License 

FFP 

Price for Purchase of 499 or less 

FOB: Destination 

MILSTRIP: N0016115RC16843 

MFR PART NR: LSC-ERPMN41-WKSLIC 

PURCHASE REQUEST NUMBER: N0016115RC16843 

  

 

   

  

 

 NET AMT  

 

    

               

 

 

 
ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 

0004  1 Each   
 LSC-ERPMN41-SVRLIC - Server Licenses 

FFP 

Price for Purchas of 499 or less 

FOB: Destination 

MILSTRIP: N0016115RC16843 

MFR PART NR: LSC-ERPMN41-SVRLIC 

PURCHASE REQUEST NUMBER: N0016115RC16843 

  

 

   

  

 

 NET AMT  
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ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 

0005  1 Years   
 CON-SUPMTERPM-1YR 

FFP 

Software Support 

FOB: Destination 

MFR PART NR: CON-SUPMTERPM - 1YR 

  

 

   

  

 

 NET AMT  

 

    

               

 

 

 
ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 

0006  500 Each   
OPTION LSC-ERPMN41 WKSLIC - Workstation License 

FFP 

Price for Minimum Purchase of 500  

Same as Item 0003 

FOB: Destination 

MFR PART NR: LSC-ERPMN41-WKSLIC 

  

 

   

  

 

 NET AMT  
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ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 

0007  99 Each   
OPTION LSC-ERPMN41-SVRLIC Server Licenses 

FFP 

Price for Purchas of 499 or less 

Same as Item 0004 

FOB: Destination 

MFR PART NR: LSC-ERPMN41-SVRLIC 

  

 

   

  

 

 NET AMT  

 

    

               

 

 

 
ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 

0008  1 Years   
OPTION CON-SUPMTERPM-1YR 

FFP 

Software Support - Option Period One, Year 2 Support for software purchased 

under Option One Support for Items 0006 and 0007 licenses. 

FOB: Destination 

MFR PART NR: CON-SUPMTERPM-1YR 

  

 

   

  

 

 NET AMT  
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ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 

0009  1 Years   
OPTION CON-SUPMTERPM-1YR 

FFP 

Software Support - Option Period One, Year 2 support for software purchased in 

Base Year, Same as Item 0005 

FOB: Destination 

MFR PART NR: CON-SUPMTERPM - 1YR 

  

 

   

  

 

 NET AMT  

 

    

               

 

 

 
ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 

0010  1 Years   
OPTION CON-SUPMTERPM-1YR 

FFP 

Software Support - Option Period 2, Year 3 support for all software purchased for 

Items 0001, 0002, 0003, and 0004; Year Two support for licenses under items 

0006 and 0007. 

FOB: Destination 

MFR PART NR: CON-SUPMTERPM-1YR 

  

 

   

  

 

 NET AMT  

 

    

               

 

 

 

 

INSPECTION AND ACCEPTANCE TERMS 

 

Supplies/services will be inspected/accepted at: 

 
CLIN  INSPECT AT  INSPECT BY  ACCEPT AT  ACCEPT BY  

0001  N/A  N/A  N/A  Government  

0002  N/A  N/A  N/A  Government  

0003  N/A  N/A  N/A  Government  

0004  N/A  N/A  N/A  Government  

0005  N/A  N/A  N/A  Government  
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0006  N/A  N/A  N/A  Government  

0007  N/A  N/A  N/A  Government  

0008  N/A  N/A  N/A  Government  

0009  N/A  N/A  N/A  Government  

0010  N/A  N/A  N/A  Government  

 

 

 

 

 

DELIVERY INFORMATION 

 
CLIN  DELIVERY DATE  QUANTITY  SHIP TO ADDRESS  UIC  

          

0001  7 dys. ADC  1  N/A 

FOB:  Destination  

  

          

0002  7 dys. ADC  1  N/A 

FOB:  Destination  

  

          

0003  7 dys. ADC  430  N/A 

FOB:  Destination  

  

          

0004  7 dys. ADC  1  N/A 

FOB:  Destination  

  

          

0005  POP 28-SEP-2015 TO 

27-SEP-2016  

N/A  N/A 

FOB:  Destination  

  

          

0006  7 dys. ADC  500  N/A 

FOB:  Destination  

  

          

0007  7 dys. ADC  99  N/A 

FOB:  Destination  

  

          

0008  POP 28-SEP-2016 TO 

27-SEP-2017  

N/A  N/A 

FOB:  Destination  

  

          

0009  POP 28-SEP-2016 TO 

27-SEP-2017  

N/A  N/A 

FOB:  Destination  

  

          

0010  POP 28-SEP-2017 TO 

27-SEP-2018  

N/A  N/A 

FOB:  Destination  

  

 

 

  

 

CLAUSES INCORPORATED BY REFERENCE 
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52.203-3  Gratuities  APR 1984    

52.217-5  Evaluation Of Options  JUL 1990    

52.222-36  Equal Opportunity for Workers with Disabilities  JUL 2014    

252.203-7000  Requirements Relating to Compensation of Former DoD 

Officials  

SEP 2011    

252.203-7002  Requirement to Inform Employees of Whistleblower Rights  SEP 2013    

252.203-7005  Representation Relating to Compensation of Former DoD 

Officials  

NOV 2011    

252.204-7003  Control Of Government Personnel Work Product  APR 1992    

252.204-7004 Alt A  System for Award Management Alternate A  FEB 2014    

252.204-7011  Alternative Line Item Structure  SEP 2011    

252.211-7003  Item Unique Identification and Valuation  DEC 2013    

252.232-7003  Electronic Submission of Payment Requests and Receiving 

Reports  

JUN 2012    

252.232-7010  Levies on Contract Payments  DEC 2006    

252.239-7017  Notice of Supply Chain Risk  NOV 2013    

252.239-7018  Supply Chain Risk  NOV 2013    

252.244-7000  Subcontracts for Commercial Items  JUN 2013    

 

  

  

 

CLAUSES INCORPORATED BY FULL TEXT 

 

 

52.217-7     OPTION FOR INCREASED QUANTITY--SEPARATELY PRICED LINE ITEM (MAR 1989) 

 

The Government may require the delivery of the numbered line item, identified in the Schedule as an option item, in 

the quantity and at the price stated in the Schedule.  The Contracting Officer may exercise the option by written 

notice to the Contractor within the time period of 1 Oct 2015 through 30 Sep 2016.  Delivery of added items shall 

continue at the same rate that like items are called for under the contract, unless the parties otherwise agree. 

 

(End of clause) 

 

 

 

52.217-9     OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000) 

 

(a) The Government may extend the term of this contract by written notice to the Contractor within 10 days (insert 

the period of time within which the Contracting Officer may exercise the option); provided that the Government 

gives the Contractor a preliminary written notice of its intent to extend at least 20 days (60 days unless a different 

number of days is inserted) before the contract expires. The preliminary notice does not commit the Government to 

an extension. 

 

(b) If the Government exercises this option, the extended contract shall be considered to include this option clause. 

 

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 3 

years. 

(End of clause) 
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252.203-7998  PROHIBITION ON CONTRACTING WITH ENTITIES THAT REQUIRE CERTAIN INTERNAL CONFIDENTIALITY 

AGREEMENTS—REPRESENTATION (DEVIATION 2015-O0010) (FEB 2015)  

(a) In accordance with section 743 of Division E, Title VIII, of the Consolidated and Further Continuing Resolution 

Appropriations Act, 2015 (Pub. L. 113-235), Government agencies are not permitted to use funds appropriated (or 

otherwise made available) under that or any other Act for contracts with an entity that requires employees or 

subcontractors of such entity seeking to report fraud, waste, or abuse to sign internal confidentiality agreements or 

statements prohibiting or otherwise restricting such employees or contactors from lawfully reporting such waste, 

fraud, or abuse to a designated investigative or law enforcement representative of a Federal department or agency 

authorized to receive such information. 

(b)  The prohibition in paragraph (a) of this provision does not contravene requirements applicable to Standard Form 

312, Form 4414, or any other form issued by a Federal department or agency governing the nondisclosure of 

classified information.  

 

(c) Representation.  By submission of its offer, the Offeror represents that it does not require employees or 

subcontractors of such entity seeking to report fraud, waste, or abuse to sign or comply with internal confidentiality 

agreements or statements prohibiting or otherwise restricting such employees or contactors from lawfully reporting 

such waste, fraud, or abuse to a designated investigative or law enforcement representative of a Federal department 

or agency authorized to receive such information. 

 

(End of provision)  

 
 

 

 

 

252.203-7999 PROHIBITION ON CONTRACTING WITH ENTITIES THAT REQUIRE CERTAIN INTERNAL CONFIDENTIALITY 

AGREEMENTS (DEVIATION 2015-O0010)(FEB 2015)  

(a) The Contractor shall not require employees or subcontractors seeking to report fraud, waste, or abuse to sign or 

comply with internal confidentiality agreements or statements prohibiting or otherwise restricting such employees or 

contactors from lawfully reporting such waste, fraud, or abuse to a designated investigative or law enforcement 

representative of a Federal department or agency authorized to receive such information. 

(b)  The Contractor shall notify employees that the prohibitions and restrictions of any internal confidentiality 

agreements covered by this clause are no longer in effect.  (c)  The prohibition in paragraph (a) of this clause does 

not contravene requirements applicable to Standard Form 312, Form 4414, or any other form issued by a Federal 

department or agency governing the nondisclosure of classified information.  

(d)(1)  In accordance with section 743 of Division E, Title VIII, of the Consolidated and Further Continuing 

Resolution Appropriations Act, 2015, (Pub. L. 113-235), use of funds appropriated (or otherwise made available) 

under that or any other Act may be prohibited, if the Government determines that the Contractor is not in compliance 

with the provisions of this clause.   

(2)  The Government may seek any available remedies in the event the Contractor fails to perform in accordance 

with the terms and conditions of the contract as a result of Government action under this clause.  

 (End of clause)  

 

 

 

 

252.209-7992  REPRESENTATION BY CORPORATIONS REGARDING AN UNPAID DELINQUENT TAX 

LIABILITY OR A FELONY CONVICTION UNDER ANY FEDERAL LAW—FISCAL YEAR 2015 

APPROPRIATIONS (DEVIATION 2015-OO0005) (DEC 2014) 
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(a)  In accordance with sections 744 and 745 of Division E, Title VII, of the Consolidated and Further  Continuing 

Appropriations Act, 2015 (Pub. L. 113-235), none of the funds made available by this or any other Act may be used 

to enter into a contract with any corporation that— 

(1)  Has any unpaid Federal tax liability that has been assessed, for which all judicial and administrative remedies 

have been exhausted or have lapsed, and that is not being paid in a timely manner pursuant to an agreement with the 

authority responsible for collecting the tax liability, where the awarding agency is aware of the unpaid tax liability, 

unless the agency has considered suspension or debarment of the corporation and made a determination that this 

further action is not necessary to protect the interests of the Government; or  

(2)  Was convicted of a felony criminal violation under any Federal law within the preceding 24 months, where the awarding 

agency is aware of the conviction, unless the agency has considered suspension or debarment of the corporation and made a 

determination that this action is not necessary to protect the interests of the Government. 

 

(b)  The Offeror represents that— 

 

(1)  It is [      ] is not [      ] a corporation that has any unpaid Federal tax liability that has been assessed, for which all 

judicial and administrative remedies have been exhausted or have lapsed, and that is not being paid in a timely manner 

pursuant to an agreement with the authority responsible for collecting the tax liability, 

 

(2)  It is [      ] is not [     ] a corporation that was convicted of a felony criminal violation under a Federal law within 

the preceding 24 months.  

 

       (End of provision) 

 

 

 

 

5252.204-9400 Contractor Unclassified Access to Federally Controlled Facilities, Sensitive Information, 

Information Technology (IT) Systems or Protected Health Information  

(July 2013) 

 

Homeland Security Presidential Directive (HSPD)-12, requires government agencies to develop and implement 

Federal security standards for Federal employees and contractors.  The Deputy Secretary of Defense Directive-Type 

Memorandum (DTM) 08-006 – “DoD Implementation of Homeland Security Presidential Directive – 12 (HSPD-

12)” dated November 26, 2008 (or its subsequent DoD instruction) directs implementation of HSPD-12.  This clause 

is in accordance with HSPD-12 and its implementing directives. 

 

APPLICABILITY 

This clause applies to contractor employees requiring physical access to any area of a federally controlled base, 

facility or activity and/or requiring access to a DoN or DoD computer/network/system to perform certain unclassified 

sensitive duties.  This clause also applies to contractor employees who access Privacy Act and Protected Health 

Information, provide support associated with fiduciary duties, or perform duties that have been identified by DON as 

National Security Position, as advised by the command security manager. It is the responsibility of the responsible 

security officer of the command/facility where the work is performed to ensure compliance.   

     

Each contractor employee providing services at a Navy Command under this contract is required to obtain a 

Department of Defense Common Access Card (DoD CAC).  Additionally, depending on the level of 

computer/network access, the contract employee will require a successful investigation as detailed below.  

 

ACCESS TO FEDERAL FACILITIES 

Per HSPD-12 and implementing guidance, all contractor employees working at a federally controlled base, facility or 

activity under this clause will require a DoD CAC.  When access to a base, facility or activity is required contractor 
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employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy Command and 

shall out-process prior to their departure at the completion of the individual’s performance under the contract.  

 

ACCESS TO DOD IT SYSTEMS 

In accordance with SECNAV M-5510.30, contractor employees who require access to DoN or DoD networks are 

categorized as IT-I, IT-II, or IT-III.  The IT-II level, defined in detail in SECNAV M-5510.30, includes positions 

which require access to information protected under the Privacy Act, to include Protected Health Information (PHI).  

All contractor employees under this contract who require access to Privacy Act protected information are therefore 

categorized no lower than IT-II.  IT Levels are determined by the requiring activity’s Command Information 

Assurance Manager. Contractor employees requiring privileged or IT-I level access, (when specified by the terms of 

the contract) require a Single Scope Background Investigation (SSBI) which is a higher level investigation than the 

National Agency Check with Law and Credit (NACLC) described below. Due to the privileged system access, a 

SSBI suitable for High Risk public trusts positions is required. Individuals who have access to system control, 

monitoring, or administration functions (e.g. system administrator, database administrator) require training and 

certification to Information Assurance Technical Level 1, and must be trained and certified on the Operating System 

or Computing Environment they are required to maintain.   

 

Access to sensitive IT systems is contingent upon a favorably adjudicated background investigation.  When access to 

IT systems is required for performance of the contractor employee’s duties, such employees shall in-process with the 

Navy Command’s Security Manager and Information Assurance Manager upon arrival to the Navy command and 

shall out-process prior to their departure at the completion of the individual’s performance under the contract.  

Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all 

individuals accessing Navy Information Technology resources.  The decision to authorize access to a government IT 

system/network is inherently governmental.  The contractor supervisor is not authorized to sign the SAAR-N; 

therefore, the government employee with knowledge of the system/network access required or the COR shall sign the 

SAAR-N as the “supervisor”.  

 

The SAAR-N shall be forwarded to the Navy Command’s Security Manager at least 30 days prior to the individual’s 

start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date may 

result in delaying the individual’s start date.    

      

When required to maintain access to required IT systems or networks, the contractor shall ensure that all employees 

requiring access complete annual Information Assurance (IA) training, and maintain a current requisite background 

investigation.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance 

when reinvestigations are required.   

 

 

INTERIM ACCESS 

The Navy Command's Security Manager may authorize issuance of a DoD CAC and interim access to a DoN or DoD 

unclassified computer/network upon a favorable review of the investigative questionnaire and advance favorable 

fingerprint results.  When the results of the investigation are received and a favorable determination is not made, the 

contractor employee working on the contract under interim access will be denied access to the computer network and 

this denial will not relieve the contractor of his/her responsibility to perform.    

 

DENIAL OR TERMINATION OF ACCESS 

The potential consequences of any requirement under this clause including denial or termination of physical or 

system access in no way relieves the contractor from the requirement to execute performance under the contract 

within the timeframes specified in the contract.  Contractors shall plan ahead in processing their employees and 

subcontractor employees. The contractor shall insert this clause in all subcontracts when the subcontractor is 

permitted to have unclassified access to a federally controlled facility, federally-controlled information 

system/network and/or to government information, meaning information not authorized for public release. 
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CONTRACTOR’S SECURITY REPRESENTATIVE 

The contractor shall designate an employee to serve as the Contractor’s Security Representative.  Within three work 

days after contract award, the contractor shall provide to the requiring activity’s Security Manager and the 

Contracting Officer, in writing, the name, title, address and phone number for the Contractor’s Security 

Representative.  The Contractor’s Security Representative shall be the primary point of contact on any security 

matter.  The Contractor’s Security Representative shall not be replaced or removed without prior notice to the 

Contracting Officer and Command Security Manager.  

 

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR 

CONTRACTORS ASSIGNED TO NATIONAL SECURITY POSITIONS OR PERFORMING SENSITIVE 

DUTIES  

Navy security policy requires that all positions be given a sensitivity value based on level of risk factors to ensure 

appropriate protective measures are applied.  Navy recognizes contractor employees under this contract as Non-

Critical Sensitive [ADP/IT-II] when the contract scope of work require physical access to a federally controlled base, 

facility or activity and/or requiring access to a DoD computer/network, to perform unclassified sensitive duties.  This 

designation is also applied to contractor employees who access Privacy Act and Protected Health Information (PHI), 

provide support associated with fiduciary duties, or perform duties that have been identified by DON as National 

Security Positions.  At a minimum, each contractor employee must be a US citizen and have a favorably completed 

NACLC to obtain a favorable determination for assignment to a non-critical sensitive or IT-II position.  The NACLC 

consists of a standard NAC and a FBI fingerprint check plus law enforcement checks and credit check.  Each 

contractor employee filling a non-critical sensitive or IT-II position is required to complete: 

 

 SF-86 Questionnaire for National Security Positions (or equivalent OPM investigative product) 

 Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission) 

 Original Signed Release Statements 

 

Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in 

delaying the individual’s start date.   Background investigations shall be reinitiated as required to ensure 

investigations remain current (not older than 10 years) throughout the contract performance period.  The 

Contractor’s Security Representative shall contact the Command Security Manager for guidance when 

reinvestigations are required. 

 

Regardless of their duties or IT access requirements ALL contractor employees shall in-process with the Navy 

Command’s Security Manager upon arrival to the Navy command and shall out-process prior to their departure at the 

completion of the individual’s performance under the contract.  Employees requiring IT access shall also check-in 

and check-out with the Navy Command’s Information Assurance Manager.  Completion and approval of a System 

Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information 

Technology resources.  The SAAR-N shall be forwarded 

to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the 

required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s 

start date.  

      

The contractor shall ensure that each contract employee requiring access to IT systems or networks complete annual 

Information Assurance (IA) training, and maintain a current requisite background investigation.  Contractor 

employees shall accurately complete the required investigative forms prior to submission to the Navy Command 

Security Manager.  The Navy Command’s Security Manager will review the submitted documentation for 

completeness prior to submitting it to the Office of Personnel Management (OPM).  Suitability/security issues 

identified by the Navy may render the contractor employee ineligible for the assignment.  An unfavorable 

determination made by the Navy is final (subject to SF-86 appeal procedures) and such a determination does not 

relieve the contractor from meeting any contractual obligation under the contract.  The Navy Command’s Security 

Manager will forward the required forms to OPM for processing.  Once the investigation is complete, the results will 

be forwarded by OPM to the DON Central Adjudication Facility (CAF) for a determination.   
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If the contractor employee already possesses a current favorably adjudicated investigation, the contractor shall 

submit a Visit Authorization Request (VAR) via the Joint Personnel Adjudication System (JPAS) or a hard copy 

VAR directly from the contractor’s Security Representative.  Although the contractor will take JPAS “Owning” role 

over the contractor employee, the Navy Command will take JPAS "Servicing" role over the contractor employee 

during the hiring process and for the duration of assignment under that contract.  The contractor shall include the IT 

Position Category per SECNAV M-5510.30 for each employee designated on a VAR.  The VAR requires annual 

renewal for the duration of the employee’s performance under the contract.  

 

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR 

CONTRACTORS ASSIGNED TO OR PERFORMING NON-SENSITIVE DUTIES  

Contractor employee whose work is unclassified and non-sensitive (e.g., performing certain duties such as lawn 

maintenance, vendor services, etc ...) and who require physical access to publicly accessible areas to perform those 

duties shall meet the following minimum requirements:  

 

 Must be either a US citizen or a US permanent resident with a minimum of 3 years legal residency in the 

United States (as required by The Deputy Secretary of Defense DTM 08-006 or its subsequent DoD 

instruction) and  

 Must have a favorably completed National Agency Check with Written Inquiries (NACI) including a FBI 

fingerprint check prior to installation access.   

 

To be considered for a favorable trustworthiness determination, the Contractor’s Security Representative must 

submit for all employees each of the following:  

 

 SF-85 Questionnaire for Non-Sensitive Positions 

 Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission) 

 Original Signed Release Statements 

 

The contractor shall ensure each individual employee has a current favorably completed National Agency Check 

with Written Inquiries (NACI) or ensure successful FBI fingerprint results have been gained and investigation has 

been processed with OPM  

 

Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in 

delaying the individual’s start date.   

 

* Consult with your Command Security Manager and Information Assurance Manager for local policy when IT-III 

(non-sensitive) access is required for non-US citizens outside the United States. 

 

 

 

 

5252.243-9400 Authorized Changes Only By The Contracting Officer (Jan 1992) 

 

(a) Except as specified in paragraph (b) below, no order, statement, or conduct of Government personnel who visit 

the Contractor's facilities or in any other manner communicate with Contractor personnel during the performance of 

this contract shall constitute a change under the "Changes" clause of this contract. 

 

(b) The Contractor shall not comply with any order, direction or request of Government personnel unless it is issued 

in writing and signed by the Contracting Officer, or is pursuant to specific authority otherwise included as a part of 

this contract. 
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(c) The Contracting Officer is the only person authorized to approve changes in any of the requirements of this 

contract and notwithstanding provisions contained elsewhere in this contract, the said authority remains solely with 

the Contracting Officer. In the event the Contractor effects any change at the direction of any person other than the 

Contracting Officer, the change will be considered to have been made without authority and no adjustment will be 

made in the contract price to cover any increase in charges incurred as a result thereof. The address and telephone 

number of the Contracting Officer is: 

 

NAME:   

ADDRESS:  

TELEPHONE:   

 

(End of Clause) 

 

 

DFAR CLAUSES 

The following clauses and provisions are added by Full Text: 

252.204-7008 Compliance with Safeguarding Covered Defense Information Controls. 

COMPLIANCE WITH SAFEGUARDING COVERED DEFENSE INFORMATION CONTROLS (AUG 

2015) 

(a) Definitions. As used in this provision— 

“Controlled technical information,” “covered contractor information system,” and “covered defense 

information” are defined in clause 252.204-7012, Safeguarding Covered Defense Information and Cyber 

Incident Reporting. 

(b) The security requirements required by contract clause 252.204-7012, Covered 

Defense Information and Cyber Incident Reporting, shall be implemented for all covered 

defense information on all covered contractor information systems that support the 

performance of this contract. 

(c) If the Offeror proposes to deviate from any of the security requirements in National 

Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, 

“Protecting Controlled Unclassified Information in Nonfederal Information Systems and 

Organizations, http://dx.doi.org/10.6028/NIST.SP.800-171 that is in effect at the time the 

solicitation is issued or as authorized by the Contracting Officer, the Offeror shall submit 

to the Contracting Officer, for consideration by the DoD CIO, a written explanation of— 

(1) Why a particular security requirement is not applicable; or 

(2) How an alternative but equally effective, security measure is used to 

compensate for the inability to satisfy a particular requirement and achieve 

equivalent protection. 

(d) An authorized representative of the DoD CIO will approve or disapprove offeror 

requests to deviate from NIST SP 800-171 requirements in writing prior to contract 

http://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm
http://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm
http://dx.doi.org/10.6028/NIST.SP.800-171
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award. Any approved deviation from NIST SP 800-171 shall be incorporated into the 

resulting contract. 

(End of provision) 

252.204-7009 Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber 

Incident Information. 

LIMITATIONS ON THE USE OR DISCLOSURE OF THIRD-PARTY CONTRACTOR REPORTED 

CYBER INCIDENT INFORMATION (AUG 2015) 

(a) Definitions. As used in this clause— 

“Controlled technical information” means technical information with military or space application that is 

subject to controls on the access, use, reproduction, modification, performance, display, release, 

disclosure, or dissemination. Controlled technical information would meet the criteria, if disseminated, 

for distribution statements B through F using the criteria set forth in DoD Instruction 5230.24, 

Distribution Statements on Technical Documents. The term does not include information that is lawfully 

publicly available without restrictions. 

“Covered defense information” means unclassified information that— 

(1) Is— 

(i) Provided to the contractor by or on behalf of DoD in connection with the 

performance of the contract; or 

(ii) Collected, developed, received, transmitted, used, or stored by or on behalf 

of the contractor in support of the performance of the contract; and 

(2) Falls in any of the following categories: 

(i) Controlled technical information.  

(ii) Critical information (operations security). Specific facts identified through 

the Operations Security process about friendly intentions, capabilities, and 

activities vitally needed by adversaries for them to plan and act effectively so as 

to guarantee failure or unacceptable consequences for friendly mission 

accomplishment (part of Operations Security process). 

(iii) Export control. Unclassified information concerning certain items, 

commodities, technology, software, or other information whose export could 

reasonably be expected to adversely affect the United States national security 

and nonproliferation objectives. To include dual use items; items identified in 

export administration regulations, international traffic in arms regulations and 
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munitions list; license applications; and sensitive nuclear technology 

information. 

(iv) Any other information, marked or otherwise identified in the contract, that 

requires safeguarding or dissemination controls pursuant to and consistent with 

law, regulations, and Governmentwide policies (e.g., privacy, proprietary 

business information). 

“Cyber incident” means actions taken through the use of computer networks that result in a compromise 

or an actual or potentially adverse effect on an information system and/or the information residing 

therein. 

(b) Restrictions. The Contractor agrees that the following conditions apply to any 

information it receives or creates in the performance of this contract that is information 

obtained from a third-party’s reporting of a cyber incident pursuant to DFARS clause 

252.204-7012, Safeguarding Covered Defense Information and Cyber Incident Reporting 

(or derived from such information obtained under that clause): 

(1) The Contractor shall access and use the information only for the purpose of 

furnishing advice or technical assistance directly to the Government in support 

of the Government’s activities related to clause 252.204-7012, and shall not be 

used for any other purpose. 

(2) The Contractor shall protect the information against unauthorized release or 

disclosure. 

(3) The Contractor shall ensure that its employees are subject to use and non-

disclosure obligations consistent with this clause prior to the employees being 

provided access to or use of the information. 

(4) The third-party contractor that reported the cyber incident is a third-party 

beneficiary of the non-disclosure agreement between the Government and 

Contractor, as required by paragraph (b)(3) of this clause. 

(5) A breach of these obligations or restrictions may subject the Contractor to— 

(i) Criminal, civil, administrative, and contractual actions in law 

and equity for penalties, damages, and other appropriate 

remedies by the United States; and 

(ii) Civil actions for damages and other appropriate remedies by 

the third party that reported the cyber incident, as a third party 

beneficiary of this clause. 

(c) Subcontracts. The Contractor shall include the substance of this clause, including this 

paragraph (c), in all subcontracts for services that include support for the Government’s 

http://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm
http://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm
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activities related to safeguarding covered defense information and cyber incident 

reporting, including subcontracts for commercial items. 

(End of clause) 

252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting. 

SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING 

(AUG 2015) 

(a) Definitions. As used in this clause— 

“Adequate security” means protective measures that are commensurate with the consequences and 

probability of loss, misuse, or unauthorized access to, or modification of information. 

“Compromise” means disclosure of information to unauthorized persons, or a violation of the security 

policy of a system, in which unauthorized intentional or unintentional disclosure, modification, 

destruction, or loss of an object, or the copying of information to unauthorized media may have occurred. 

“Contractor attributional/proprietary information” means information that identifies the contractor(s), 

whether directly or indirectly, by the grouping of information that can be traced back to the contractor(s) 

(e.g., program description, facility locations), personally identifiable information, as well as trade secrets, 

commercial or financial information, or other commercially sensitive information that is not customarily 

shared outside of the company. 

“Contractor information system” means an information system belonging to, or operated by or for, the 

Contractor. 

“Controlled technical information” means technical information with military or space application that is 

subject to controls on the access, use, reproduction, modification, performance, display, release, 

disclosure, or dissemination. Controlled technical information would meet the criteria, if disseminated, 

for distribution statements B through F using the criteria set forth in DoD Instruction 5230.24, 

Distribution Statements on Technical Documents. The term does not include information that is lawfully 

publicly available without restrictions. 

“Covered contractor information system” means an information system that is owned, or operated by or 

for, a contractor and that processes, stores, or transmits covered defense information. 

“Covered defense information” means unclassified information that— 

(i) Is— 

(A) Provided to the contractor by or on behalf of DoD in connection with the 

performance of the contract; or 
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(B) Collected, developed, received, transmitted, used, or stored by or on behalf 

of the contractor in support of the performance of the contract; and 

(ii) Falls in any of the following categories: 

(A) Controlled technical information. 

(B) Critical information (operations security). Specific facts identified through 

the Operations Security process about friendly intentions, capabilities, and 

activities vitally needed by adversaries for them to plan and act effectively so as 

to guarantee failure or unacceptable consequences for friendly mission 

accomplishment (part of Operations Security process). 

(C) Export control. Unclassified information concerning certain items, 

commodities, technology, software, or other information whose export could 

reasonably be expected to adversely affect the United States national security 

and nonproliferation objectives. To include dual use items; items identified in 

export administration regulations, international traffic in arms regulations and 

munitions list; license applications; and sensitive nuclear technology 

information. 

(D) Any other information, marked or otherwise identified in the contract, that 

requires safeguarding or dissemination controls pursuant to and consistent with 

law, regulations, and Governmentwide policies (e.g., privacy, proprietary 

business information). 

“Cyber incident” means actions taken through the use of computer networks that result in an actual or 

potentially adverse effect on an information system and/or the information residing therein. 

“Forensic analysis” means the practice of gathering, retaining, and analyzing computer-related data for 

investigative purposes in a manner that maintains the integrity of the data. 

“Malicious software” means computer software or firmware intended to perform an unauthorized process 

that will have adverse impact on the confidentiality, integrity, or availability of an information system. 

This definition includes a virus, worm, Trojan horse, or other code-based entity that infects a host, as 

well as spyware and some forms of adware. 

“Media” means physical devices or writing surfaces including, but is not limited to, magnetic tapes, 

optical disks, magnetic disks, large-scale integration memory chips, and printouts onto which information 

is recorded, stored, or printed within an information system. 

‘‘Operationally critical support’’ means supplies or services designated by the Government as critical for 

airlift, sealift, intermodal transportation services, or logistical support that is essential to the mobilization, 

deployment, or sustainment of the Armed Forces in a contingency operation. 

“Rapid(ly) report(ing)” means within 72 hours of discovery of any cyber incident. 
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“Technical information” means technical data or computer software, as those terms are defined in the 

clause at DFARS 252.227-7013, Rights in Technical Data-Non Commercial Items, regardless of whether 

or not the clause is incorporated in this solicitation or contract. Examples of technical information 

include research and engineering data, engineering drawings, and associated lists, specifications, 

standards, process sheets, manuals, technical reports, technical orders, catalog-item identifications, data 

sets, studies and analyses and related information, and computer software executable code and source 

code. 

(b) Adequate security. The Contractor shall provide adequate security for all covered 

defense information on all covered contractor information systems that support the 

performance of work under this contract. To provide adequate security, the Contractor 

shall— 

(1) Implement information systems security protections on all covered contractor 

information systems including, at a minimum— 

(i) For covered contractor information systems that are part of an 

Information Technology (IT) service or system operated on 

behalf of the Government— 

(A) Cloud computing services shall be subject to the 

security requirements specified in the clause 252.239-

7010, Cloud Computing Services, of this contract; and 

(B) Any other such IT service or system (i.e., other than 

cloud computing) shall be subject to the security 

requirements specified elsewhere in this contract; or 

(ii) For covered contractor information systems that are not part 

of an IT service of system operated on behalf of the Government 

and therefore are not subject to the security requirement 

specified at paragraph (b)(1)(i) of this clause— 

(A) The security requirements in National Institute of 

Standards and Technology (NIST) Special Publication 

(SP) 800-171, “Protecting Controlled Unclassified 

Information in Nonfederal Information Systems and 

Organizations, http://dx.doi.org/10.6028/NIST.SP.800-

171 that is in effect at the time the solicitation is issued 

or as authorized by the Contracting Officer; or 

(B) Alternative but equally effective security measures 

used to compensate for the inability to satisfy a 

particular requirement and achieve equivalent protection 

approved in writing by an authorized representative of 

the DoD CIO prior to contract award; and 

http://www.acq.osd.mil/dpap/dars/dfars/html/current/252227.htm#252.227-7013
http://www.acq.osd.mil/dpap/dars/dfars/html/current/252239.htm
http://www.acq.osd.mil/dpap/dars/dfars/html/current/252239.htm
http://dx.doi.org/10.6028/NIST.SP.800-171
http://dx.doi.org/10.6028/NIST.SP.800-171
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(2) Apply other information systems security measures when the Contractor 

reasonably determines that information systems security measures, in addition to those identified in 

paragraph (b)(1) of this clause, may be required to provide adequate security in a dynamic environment 

based on an assessed risk or vulnerability. 

(c) Cyber incident reporting requirement. 

(1) When the Contractor discovers a cyber incident that affects a covered 

contractor information system or the covered defense information residing 

therein, or that affects the contractor’s ability to perform the requirements of the 

contract that are designated as operationally critical support, the Contractor 

shall— 

(i) Conduct a review for evidence of compromise of covered 

defense information, including, but not limited to, identifying 

compromised computers, servers, specific data, and user 

accounts. This review shall also include analyzing covered 

contractor information system(s) that were part of the cyber 

incident, as well as other information systems on the 

Contractor’s network(s), that may have been accessed as a result 

of the incident in order to identify compromised covered defense 

information, or that affect the Contractor’s ability to provide 

operationally critical support; and 

(ii) Rapidly report cyber incidents to DoD at 

http://dibnet.dod.mil. 

(2) Cyber incident report. The cyber incident report shall be treated as 

information created by or for DoD and shall include, at a minimum, the required 

elements at http://dibnet.dod.mil. 

(3) Medium assurance certificate requirement. In order to report cyber incidents in accordance with this 

clause, the Contractor or subcontractor shall have or acquire a DoD-approved medium assurance 

certificate to report cyber incidents. For information on obtaining a DoD-approved medium assurance 

certificate, see http://iase.disa.mil/pki/eca/certificate.html. 

(d) Malicious software. The Contractor or subcontractors that discover and isolate 

malicious software in connection with a reported cyber incident shall submit the 

malicious software in accordance with instructions provided by the Contracting Officer. 

(e) Media preservation and protection. When a Contractor discovers a cyber incident has 

occurred, the Contractor shall preserve and protect images of all known affected 

information systems identified in paragraph (c)(1)(i) of this clause and all relevant 

monitoring/packet capture data for at least 90 days from the submission of the cyber 

incident report to allow DoD to request the media or decline interest. 

http://dibnet.dod.mil/
http://dibnet.dod.mil/
http://iase.disa.mil/pki/eca/certificate.html
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(f) Access to additional information or equipment necessary for forensic analysis. Upon 

request by DoD, the Contractor shall provide DoD with access to additional information 

or equipment that is necessary to conduct a forensic analysis. 

(g) Cyber incident damage assessment activities. If DoD elects to conduct a damage 

assessment, the Contracting Officer will request that the Contractor provide all of the 

damage assessment information gathered in accordance with paragraph (e) of this clause. 

(h) DoD safeguarding and use of contractor attributional/proprietary information. The 

Government shall protect against the unauthorized use or release of information obtained 

from the contractor (or derived from information obtained from the contractor) under this 

clause that includes contractor attributional/proprietary information, including such 

information submitted in accordance with paragraph (c). To the maximum extent 

practicable, the Contractor shall identify and mark attributional/proprietary information. 

In making an authorized release of such information, the Government will implement 

appropriate procedures to minimize the contractor attributional/proprietary information 

that is included in such authorized release, seeking to include only that information that 

is necessary for the authorized purpose(s) for which the information is being released. 

(i) Use and release of contractor attributional/proprietary information not created by or 

for DoD. Information that is obtained from the contractor (or derived from information 

obtained from the contractor) under this clause that is not created by or for DoD is 

authorized to be released outside of DoD— 

(1) To entities with missions that may be affected by such information; 

(2) To entities that may be called upon to assist in the diagnosis, detection, or 

mitigation of cyber incidents; 

(3) To Government entities that conduct counterintelligence or law enforcement 

investigations; 

(4) For national security purposes, including cyber situational awareness and 

defense purposes (including with Defense Industrial Base (DIB) participants in 

the program at 32CFR 236); or 

(5) To a support services contractor (“recipient”) that is directly supporting 

Government activities under a contract that includes the clause at 252.204-7009, 

Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber 

Incident Information. 

(j) Use and release of contractor attributional/proprietary information created by or for 

DoD. Information that is obtained from the contractor (or derived from information 

obtained from the contractor) under this clause that is created by or for DoD (including 

the information submitted pursuant to paragraph (c) of this clause) is authorized to be 

used and released outside of DoD for purposes and activities authorized by paragraph (i) 

of this clause, and for any other lawful Government purpose or activity, subject to all 

http://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm
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applicable statutory, regulatory, and policy based restrictions on the Government’s use 

and release of such information. 

(k) The Contractor shall conduct activities under this clause in accordance with 

applicable laws and regulations on the interception, monitoring, access, use, and 

disclosure of electronic communications and data. 

(l) Other safeguarding or reporting requirements. The safeguarding and cyber incident 

reporting required by this clause in no way abrogates the Contractor’s responsibility for 

other safeguarding or cyber incident reporting pertaining to its unclassified information 

systems as required by other applicable clauses of this contract, or as a result of other 

applicable U.S. Government statutory or regulatory requirements. 

(m) Subcontracts. The Contractor shall— 

(1) Include the substance of this clause, including this paragraph (m), in all 

subcontracts, including subcontracts for commercial items; and 

(2) Require subcontractors to rapidly report cyber incidents directly to DoD at 

http://dibnet.dod.mil and the prime Contractor. This includes providing the 

incident report number, automatically assigned by DoD, to the prime Contractor 

(or next higher-tier subcontractor) as soon as practicable. 

(End of clause) 

 

 

 

CLARIFICATION OF REQUIREMENT 

The Base Period and Two Option Periods are as shown below. 

 

Period  Item Description    Delivery or Period of Performance 

Base  0001 License    7 days after date of contract  

(Estimate is 9/21/2015) 

Base  0002 License    7 days after date of contract  

(Estimate is 9/21/2015) 

Base  0003 License    7 days after date of contract  

(Estimate is 9/21/2015) 

Base  0004 License    7 days after date of contract  

(Estimate is 9/21/2015) 

Base  0005 Support for Items 0001-0004  9/28/2015 – 9/27/2016 

 

Option One 0006 License     7 days after date of contract  

(Exercise of Option) 

Option One 0007 License    7 days after date of contract  

(Exercise of Option) 

http://dibnet.dod.mil/
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Option One 0008 Support of Items 0006-0007  9/28/2016 – 9/27/2017 

Option One 0009 Support of Items 0001-0004  9/28/2016 – 9/27/2017 

 

Option Two 0010 Support of Items 0001-0004  9/28/2017 – 9/27/2018 

   and 0006-0007 

 

Note:  All deliveries and Period of Performances are estimates and may change. Vendors are 

requested to quote actual deliveries for Items 0001-00005. 

 

Note 2: Items 0006 and 0007 can only be purchase from 10/1/2015 – 9/30/2016. 
 

 


